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External Resources
DoD Policies
Cybersecurity

DoDI 8500.01, “Cybersecurity”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/850001 2014.pdf?ver=
2019-10-07-112048-860

Controlled Unclassified Information (CUI)

DoDI 5200.48, “Controlled Unclassified Information (CUI)”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520048p.PDF

Spillage and Classified Information

DoDM 5200.01 Vol 2, “DoD Information Security Program: Marking of Information and
Protection of Sensitive Compartmented Information (SCI)”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520001p.PDF?ver=cF11
I-jcFGP6jifNrnTr81Q%3d%3d

DoDM 5200.01 Vol 3, “DoD Information Security Program: Protection of Classified
Information”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/520001m_vol3.pdf?ve
r=MJfVD-nRd2HTyLSzDse9VQ%3d%3d

Memorandum: Collaboration Peripherals in Secure Spaces
https://dl.dod.cyber.mil/wp-content/uploads/policy/pdf/Collaboration-Peripherals-in-Secure-
Spaces-Dual-Signature-June-4-2021.pdf

Privacy, PII, and PHI

DoD 5400.11-R, “Department of Defense Privacy Program”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/540011r.pdf

DoD 8580.02, “Security of Individually Identifiable Health Information in DoD Health Care
Programs”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/858002_ 2015 dodi.pdf

Freedom of Information Act

Freedom of Information Act
https://www.justice.gov/sites/default/files/oip/legacy/2014/07/23/amended-foia-

redlined.pdf

Ethical Use of Government Furnished Equipment and Applications

DoD 5500.7-R, “Joint Ethics Regulation”
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/550007r.pdf
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Identity Management

DMDC Identity Management
https://dwp.dmdc.osd.mil/dwp/app/id-management/id-cards

Identity Awareness, Protection, and Management Guide
https://www.odni.gov/files/NCSC/documents/campaign/DoD_IAPM_Guide March 2021.pdf

Telework

Memorandum: Revised Guidance for Use of Embedded Computer Capabilities and External
Computer Peripherals in Telework Environments
https://www.whs.mil/Portals/75/Coronavirus/REVISED%20D0oD%20Computer%20Periphera
1%20Usage%20Memo_Signed%205%20Jun%2020.pdf?ver=2020-06-12-091139-283

Additional Training

Social Networking and Your Online Identity
https://public.cyber.mil/training/social-networking/

Identifying and Safeguarding Personally Identifiable Information (PII)
https://public.cyber.mil/training/identifying-and-safeguarding-personally-identifiable-
information-pii/

Phishing and Social Engineering: Virtual Communication Awareness
https://public.cyber.mil/training/phishing-awareness/

Counterintelligence Awareness and Reporting Course for DoD
https://securityawareness.usalearning.gov/cidod/index.html

Derivative Classification
https://securityawareness.usalearning.gov/derivative/index.htm

Marking Classified Information
https://securityawareness.usalearning.gov/markings/index.htm

Insider Threat Awareness
https://securityawareness.usalearning.gov/itawareness/index.htm

DoD CUI Training
https://www.dodcui.mil/Home/Training/

Other Resources
DoD Social Media Hub
https://dodcio.defense.gov/Social-Media

DoD CUI Program
https://www.dodcui.mil/
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Security Technical Implementation Guides (STIGs) and Security Requirements Guides
(SRGs) Information
https://public.cyber.mil/stigs/

3
UNCLASSIFIED


https://public.cyber.mil/stigs/

