Introduction

- This is an information brief on the topic of DoD 8570.01
Information Assurance workforce compliance and will
address the following critical areas;

eInformation Assurance Technical (IAT) and Information
Assurance Management (IAM) levels

*Required documents and training for IAT levels | and Il as well as
IAM level |

*The importance of Army Training and Certification Tracking
System (ATCTS)

*The Army e-learning and IA SIGNAL tool kit’s

Certification voucher request and certification procedures



What is DoD 8570.01 IA Workforce
Compliance?

« A functions focus on the development, operation, management, and
enforcement of security capabilities for systems and networks. Personnel
performing IA functions establish IA policies and implement security
measures and procedures for the Department of Defense and affiliated
information systems and networks.

*|A measures protect and defend information and information systems by
ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation. This includes providing for their restoration by incorporating
protection, detection, and reaction capabilities.

*As a condition of privileged access to any information system, personnel
performing IA functions described in this Manual must satisfy both
preparatory and sustaining DoD IA training and certification requirements.
Additionally, personnel with privileged access must complete a Privileged
Access Agreement.
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E2.1.2.1. Categories. The DoD IA workforce is split into two major categories

of Technical and Management. IA manager refers to personnel performing any IA
management funeti on.

E2.1.22. Levels. Each of the IA workforce categories has three levels
(Technical or Management Level 1, 2, and 3). The management category also includes
the DAA position.

E2.1.23. Functions. The specific IA job requirements associated with a
category and level. The funetions provide a means to distinguish between different levels
of work. The functional level indicates the roles that an employee performs or
occupational requirements to successfully perform at different levels of the TA
Workforee. The funetional level approach also encourages a broader, more integrated
means of identi fying what an employee must know to perform the tasks that comprise an
IA position across all of the DoD Components.

E2.1.3. Certification. Recognition given to individuals who have met
predetermined qualifications set by an ageney of government, industry, or profession.
Certification provides verification ofindividuals' knowledge and experience through
evaluation and approval based on a set of standards for specific profession or
occupations' functional job levels. Each certification is designed to stand on its own, and
represents a certified individual's mastery of a particular set of knowledge and skills,

E2.1.4. Defense Civilian Personnel Data System (DCPDS). The DCPDS is a
human resources transaction and information system that supports civilian personnel
operations in the Department of Defense. The DCPDS is designed to support
appropriated fund, nonappropriated fund, and local national human resources operations.
DCPDS data elements shall be used to document and track civilian personnel information
in support of requirements of this Direective.

8570.01 definitions
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IA Management Level I
IA Management Level IT
IA Management Level ITT
IA Technical Level T

IA Technical Lavel IT

IA Technical Level IIT

CND-SP Analyst (CND-A)

CND-SP Infrastructure Support (CND-IS)

CND-SP Incident Responder (CND-IR)

CND-5P Auditor (CND-AU)
CND-SP Manager (CND-SPM)

IASAE I
IASAE IT
IASAE III
General User
Power Usar

1AM Level I personnel are responsible for the implementation and operation of an Information System (I5) within their CE. Personnel ensure that 1A related IS are functional and secure within
the CE.

1AM Level II personnel are responsible for the 14 program of an IS within the NE. Personnel in these positions perform a variety of security related tasks, including the development and
implementation of system information security standards and procedures. They ensure that IS are functional and sscure within the NE.

1AM Level III personnel are responsible for ensuring that all enclave IS are functional and secure, They determine the enclaves' long term IA systems needs and acquisition requirements to
accomplish operational objectives. They also develop and implement information security standards and procedures through the certification and accreditation process.

IAT Level I personnel make the CF less vulnerable by correcting flaws and implementing IAT controls in the hardware or software installed within their operational systems,

IAT Level II personnel provide network environment (NE) and advanced level CE support. They pay special attention to intrusion detaction, finding and fixing unprotected vulnerabilities, and
ensuring that remote access poinks are well secured. These positions focus on threats and wvulnerabilities and improve the security of systems. [AT Level II personnel have mastary of the
functions of the IAT Level I position.

PIAT Level III personnel facus on the enclave envirenment and suppert, menitor, test, and troubleshoot hardware and software IA problems pertzining to the CE, NE, and enclave
environments. IAT Lewvel III persennel have mastery of the functions of both the IAT Level I and Level II positions.

CMD-A personnel use data collectad from 2 variety of CND tocls (including intrusion detection system alerts, firewall and netwark traffic logs, and host system logs) to analyze events that
occur with their environment.

CMD-IS perzonnel test, implament, deploy, maintain, and administer the infrastructure systems which are required to effectively manage the CND-SP nebwork and rescurces. This may include,
but is not limited o routers, firewalls, intrusion detection/prevention systems, and other CND tocls as deployed within the ME aor enclave.

CMD-IR personnel investigate and analyze all responsa activities related to cyber incidents within the NE or Enclave. Thesa tasks include, but are not limited to: creating and maintaining
incident tracking infermation; planning, coordinating, and directing recovery activities; and incident analysis tasks, including examining all available information and supporting evidence or
artifacts related to an incident or evaent,

CMD-AU personnel perform assessments of systems and netweorks within the NE or enclave and identify where those systems/networks deviate from acceptable configuraticns, enclave policy,
or lecal policy. CND-AUs achieva this through passive evaluations (compliance audits) and active evaluations (penetration tests and/or vulnerability asssssments].

CMD-SPMs overses the CND-SP operations within their organization. CND-SPMs are responsible for producing guidance for their NE or endlave, assisting with risk assessments and risk
management for organizations within their NE or enclave, and are responsible for managing the technical dassifications within their organization.

Applies knowledge of IA policy, procedures, and structure to design, develop, and implement CE system({s], system components, or system architectures.

Applies knowledge of IA policy, procedurss, and workforce structure to design, develop, and implement a secure NE.

Responsible for the design, development, implementation, and/or integration of a DoD IA architecture, system or system component for use within CE, NE, and enclave environments

A user who is granted use of Government Information Systems (I5) and access to Government networks. This is not an L& position.

Parsannel with limited administrative privileges to their PC only. This is not an [A position,

ATCTS showing 8570.01 IAT/IAM profile descriptions *SASMO must be IAT level Il and
OIC and NCOIC must be IAM level I*



IAT and IAM Level Flow Chart
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INFORMATION ASSURANCE (I&) TRAINING AND CERTIFICATION
VERBION 5.0

Table3: DoD Approved Baseline C ertifications

IAT Level | IAT Level I IAT Level Il

At CISA GCIH
Network+ GSE
SECP SCNA

CISSP (or Associate)

IAM Levell 1AM Level || IAM Level Nl

cAP GSLC

GSLC CISM

Cism CISSP (or Associate)
CISEP (or Associate)

LASAE T IASAE I LASAE I

CISSP (or Associate) CISSP for Associate) CISSP - ISSEP
CISSP-ISSAP

CND infrastructure CND Incident CND-5P
CND Analfwst pport Reporter CND Auditor fanager

GCiA sscpF GCIH CISA CISSP-ISSMP
CEH CEM CSiH GSNA CIs
CEH CEH

*The Associate of (ISC) is for thosewho do not meet the professional experience requirements for the CISSP. The Associate statusis
good for & maximurm of Sx years framthe date vou are notified by JSCF that vou have passedthe examination. Within that timeframe,
wouwill need to earnthe required experience and subrmit the required endarsement form for certification as a CISSP.

***Computing Environment {CE) cerification ¢wendor exam or certificate of training) required for IAT levels, CHD lewels and IASAE levels
personnel who are working technical function.




Minimum Required Documents

ATCTS showing 8570.01 required documents and voucher upload portion
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Your Exam Vouchers and Coupons A
14/Mov/11
Exam Vendor Number Auth. Code Other Info Date Obtained Type Date Used
Security+ | Pearson Vue | CMO13B8057E35 | - testing in October | 29/Julf11 10:45 | wvoucher

o Add an exam voucher you have obtained.

o Record On The Job Skills Practical Evaluation.

o Record your Continuing Professional Education.

Documents

The following documents should be signed, scanned, and uploaded. Uploaded files must be in PDF or XFDL format and less than 2mb in size. You may upload one at a time.
Privileged Access Agreement: 03/Dec/13 View Access Agreement PDF | X
(A nres B sor [ awnes [ wsa [ sap [T s [ oren [ coresner

[ Closed Network

foe/s Vo Aot rder o X Privileged Access Agreement
? Acceptable Use Policy: gcCFse;__ Imparted from Signal Center D uty Ap pOI ntm e nt O rd e rs
R '_2_.':Ja'1_-'llli‘."iew Acl:e@—hle Use Policy POF | % Acce pta ble Use Policy
L T LR 03/Dec/13 SAAR/DDZE7E PDF X SAAR (DD2875)

*= pdvanced Initial Training for Military Only =+

2 Advanced Initial Training {AIT): Browse. ..
Completion Date:
Voucher Requests: CompTIA Security+ Pre-Tect 12/Juli11 added by Morgan P Johnson

CompTIA Security+ D8{Jul/11 added by Morgan P Johnson

Send File(s)
v




Army Training and Certification Tracking
System
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The Army Training and Certification Tracking Systam provides managers at all lavels a capability to
report and manage their IA Workforce and General User population training and certification statistics
and a summary report of certification voucher distribution. The 1A workforce consist of personnel with
Information System privilege access (admin or root) and/or working IA functions in technical,
management, Computer Network Defense Service Provider and Architect and Engineer positions, 1A
functions are described in Dol 8570.01-M and AR 25-2. This system imports training and certification
completion data from Army and DoD systems such as Army E-Learning, Virtual Training website, Fort
Gorden school house, DoD Virtual Training Environment {VTE) and the Dol Workforce Certification
Web Application System {DWCA).

Request Backlog

Due to the overwhelming influx of request for end of year maintenance vouchers and

government closures the training and certification branch has a badklog of reguasts, It may take up
2 weeks to provide individuals tokens and/or vouchers, Please be patient as we try to work

gh the backlog

L9 Title CompTIA announces change to Continuing Education Program

1. CompTIA is making a significant change to its Continuing Education
program. Effective 1/1/2014, They have eliminated the cap placed on how many
CEUs may be entered for a Training Activiky.

2. This means that any individual de-certified because their renewal (Besd More... ]

Voucher Request Procedures

All Users

Your AKO email address must be registerad on all
systems (Sig Cir/FT Gordon, Virtual Training,
Skillport,and WTE) in order for your training
completion records to impert into your ATCTS
profile.

RELEASE YOUR CERTIFICATION TO DOD. ALL I8
workforce personnel must release their
certifications at DMDC [DWCA link] for the
certification to show up as verified by DMDC in
your ATCTS profile. In order to receive a token
for payment (if available from Army) DACs and
military personnel must provide a copy of thair
invoice (I5C2) and ISAC and a screenshot of
paymient from their CompTIA account to their
ATCTS manager ko load in the "voucher
request/pretest” area in their ATCTS profile.

Online IA Training Links

Training can be completed at thess cutside
sources:

= Signal Center I8 Training

Mandated A Tralning  Click b

s SkillPort Armny E-Learning Program

irtual Training Website

Education & Awaraness Links:

ity

N_i
oMty
3

e

"} <
ARG e

All Soldiers with NIPR
access are already enrolled
in ATCTS. This is where the
Army tracks your annual IA
Cyber Awareness
Certification. If Soldiers do
not have NIPR access they
will need to register.
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MITPrecsdurss * |  pop 8570.01 Baseline Certifications
MTT Classroom
Courses ® Certification | Obtained | Date | Expiration Date | Cert Num | Renewal/Enrollment  Verified | Verified By | PDF*
1 of the following certs must be obtained and verified (Technical II)
CCNA Security | Waived - - - NfA - - -
Security+ Waived - - - NfA - - -
Security+ CE Yes 14/Novi11 | 14/Mov/i4 - Cont. Ed. - 14/Novf11 Yes oMBC E
GSEC Waived - - - N/A - - -
SCNP Waived - - - N/A - - -
S5CP Waived - - - NfA - - -
* - Uploading the PDF of your certificate is optional
o Add a certification you have obtained.
Army Minimum Required Training

Training | Obtained | Date | Cert Hum Schoolhouse | Verified | Verified By
The following training f certifications are required (Technical IT)
@ Information Assurance Fundamentals Yes (2) 21fSepf13 - N/A Yes Ft Gordon D8
(i ] Security+ 301 (5Y0-201 CompTIA Security+ 2011 Edition) Waived= - - - - -
@ Security+ Level II Schoolhouse course Waived=* - - - - -
Training Obtained Date Cert Num Schoolhouse | Verified Verified By
Other Training Completed {not required)
(i ] WMNSF - Phishing Awaranecs Yes 26(Julf11 WAPT-IATP-2BCT00341 N/A Yes iatraiming. us.army.mil
@ WHNSF - SAFE Home Computing Yes (1] 21/Sepf13 WSHC-IATP-33D000062 NjA Yas iatraiming. us.army.mil
© C10/G-5 NETCOM Information Assurance Security+ 2008 Yes 24flunf11 | - NfA Yes SkillPort
(i ] WMNSF - Phishing Awareness v2.0 Yes 21/Sepf13 APTZ-IATP-33D000063 N/A Yes iatraiming. us.army.mi 2

ATCTS showing 8570.01 baseline cert and minimum Information Assurance Fundamentals
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Computing Environment Certifications/Training

Certification [ Training Obtained Date Verified By = Approved By | Date Approved | PDF*
The following are your approved computing environment certifications. One of the following must be obtzined:

Windows 7: Configuration (exam 70-680) SkillPort | Yes 14/Mar/14 SkillPort Jack Potter 1%/Mar/14 3

* - Uploading the PDF of your certificate is optional

o Add a computing environment certification you have obtained. (required for people performing Technical functions)

Note: For CompTIA exams, you must take a pre-assessment test before you will be granted an exam voucher. Click here to learn how.

Your Exam Vouchers and Coupons

14/Nov/11
Exam Vendor Number Auth. Code Other Info Date Obtained Type Date Used
Security+ Pearson Vue CMO138057E3S - testing in October 29/Julf11 10:45 woucher

o Add an exam voucher you have obtained.

o Record On The Job Skills Practical Evaluation.

o Record your Continuing Professional Education.

Documents

The following documents should be signed, scanned, and uploaded. Uploaded files must be in PDF or XFDL format and less than 2mb in size. You may upload one at a time.

Privileged Access Agreement: 03/Dec/13 View Access Agresment PDE | X

[ nrea B swe [ swies [T wsa O sap (I s O oren [ coresmer

[ closed Hetwerk

Duty Appointment Grders: 02/Dec/13 View Appointment Orders POF | X

2 Acceptable Use Policy: 20/Sep/13 Imported from Signal Center

ATCTS showing 8570.01 computing environment certification



CompTIA Security+: requirements for voucher

a. Register in the Army Training and Certification Tracking
System at https://atc.us.army.mil

b. Be appointed on letter in an IATIl or IAMI or higher IA
position

c. Complete CIO G6/NETCOM Information Assurance
Security+ SY0-301 (Skillport) modules and IA Fundamental
course on the Fort Gordon website

d. Take the DoD Security+ 301 measureup pre-assessment
test

e. Upload duty appointment orders in ATCTS

f. Upload Privilege Access Agreement if working Technical
functions

g. Fill out and obtain all signatures on the voucher request
form then send to your ATCTS manager for upload

f. Must take certification exam on the last day of class or
within 30 days after the class upon receiving voucher
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Favorites -~

| AKO Mail Inbox (372)

| New Notifications (0)

| New In My Files (0)

| New In My Blogs

| My Tasks

| Tell CPT AKO/Tell 15G

| SHARP Program

| G1 Suicide Prevention

| IPPS-A (CAC Only)

| AKO Portal Training

| CAC Resource Center

| Slick Deals

| Inside AKO

| Career Opportunities

AKOHE| o

Site of the Week

Quick Links ~
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Self Service ~

Antivirus Services
Army e-Commerce
DA Pubs & Forms
My Benefits

My Clothing

My Dental

My Doctrine

My Education

My Family

My Finance

My Health Resources
My IPPS-A (CAC Only)
My Leqgal

My Library

My MEB/PEB (My IDES
Dashboard)

My Medical Readiness
My MilPay

My Personnel
My Pet

My Reference
My Safety

My Security
My Training
My Transition
My Travel

My Travel Pay
My Vision

My Weather

Library e-

1d in March

"5 can
System
it Library.

living near

Expired
Dstats

sues?

4 |m|

SFC Jerome Williams (UNITED STATES)
Organization: ALU/LOG TECH (FIEiTId
INC, Army Retired / Contractor -
(Arm',r} (verified)

Address: 2401 Quarter Road, Ft
Lee, VA 23801

T: 850-868-0279

==

Last Login
31 Mar 2014 17:22 GMT via cac from ip 132.159.218.26

Last Password Change

Your last password change was on 24 Mar 2014
Your password will expire on 21 Aug 2014

My Professional Data
My DEERS
My Leader Development

Army Career Tracker/Structured Self Development
Status
Army Career Tracker Information

Army Links

AKO for Army Retirees
MyArmyBenefits: DS Logon
Army Publications

DTS

CAC Reference Center

Toolbox

Manage My Groups
Edit My Favorites

Edit Mofification Settings
Create a Site

Create a Page

View My Profile

Upload File

@ Online

m
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My Education
AKO Home > My Education > My Education

Related Content -

The Army Leaming Management System (ALMS)

C10 G-6 Army Cyber Directorate

—-NEW: CIO/G-6 Cyber Security 1 July 2013 Newsletter
-- lAS0O Extension Memo
-- 1& Training and Cerification BEP - May 2012

- 1A Scholarship Program, ALARACT CY12-13 |
s
ARMY LEARNING MANAGEMENT SYSTEM
The Army e-Learning Program
= Access the ALMS

or click the logo above

L IN ORDER TO USE THE ALMS, YOU MUST DISABLE THE POP-UP ELOCKER IN THE INTERNET BEROWSER OPTIONS
@l .carning

*ANNOUNCEMEMNT 5*

Eree for Active Arvmy Soldiers, Army National Guard, Army Reservists & DA Civilians! ACCESS OVER 5,000 WEE-BASED

COURSES IN INFORMATION TECHNOLOGY, BUSINESS, LEADERSHIP AND PERSONAT DEVELOFMENT Please plan your work accordingly

MNatice (03/14/2014) - The ALMS is scheduled to be offline for maintenance on Wednesday,

Promotion Points for Enlisted; Retirement Foints for Army Reservists; Combimuous Learning Points for Acquisition Workforce; 03/19/2014 from 7:00 PM EDT until 1:00 AM EDT on 03/20/2014. on Wednesday 03/26/2014
Colege Crede Eove Modules, Corfioniion Dy spmatery Froga s from 7:00 PM EDT until 3:00 AM EDT on 03/27/2014, and on Wednesday, 04/02/2014 from 7:00

X ooa ina A | : .
CLICK HERE T ACCESS THE ARMY E-LEARNING WEE PAGE TO REGISTER FOR AND LOG IN TO THE PROGRAM P until 1:00 AM EDT on 04/03/2014. Please plan your work accordingly

RN CLEANNING FACT SHEET
-NEW: ARMY E-LEARNING CATALOG - AUG 13
—-NEW: ARMY E-LEARNING FAQS - AUG 13

m

1. OPSEC Training W2 on the ALMS was discontinued 22 AUG 2013 by the proponent.

m

2. For current Army-wide standardized computer web-based security training requirements, refer

Coming Soon - a new version of SkillPort! . . ) o . ) to ALARACT 207/2013. (Does not replace OPSEC training requirements)

The Army e-Learning Program is planning to migrate to the new SkillPort 7.3. This version will provide users with )

the capability to access numerous business courses via their mobile devices. You will see enhancements in the ability cas "l . . T "a i

to 3dd course topics fo your MyPlan as well as the ability to complefe recuming fraining requirements. 3. The courses "Initial Security IOlrlentatmn and "Annual Security Refresher” are now available
i under the ALMS mandatory training tab. These courses are Army-wide requirements for all

In an effort to provide you with the most relevant and up-to-date course catalog, during the upgrade numerous refired

courses will be removed from the catalog as well as old versions of courses, i 2. Microsoft 2003 and previous. A list of military, civilian, and contractors referenced in ALARACT 207/2013

the courses that will be removed will be published within the next two weeks for your planning purposes. & Online
The upgrade is scheduled fo take place 23-25 May {over the Memorial Day holiday). During that time the Army e

m




Portal Login
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My Account ~

usnnml

Home ~ Favorites -~

Army e-Learning  Related Content ~

ARMY E-LEARNING PROGRAM OFFICE

Project Officer, Army e-Learning, Magan M. Quick, Distributed

Learning System (DLS), Located at Rock Landinz V7,
Landing Drive, Suite B Newpart News, Virginia 23 606-4206.

11846 Rock

ARMY E-LEARNING POLICY

The HQODA Letter 350-04-1 requiring that organizations
utilize the Army e-Learning for their Informaticn
Technology training has been incorporated into the new
AR 350-1 (Chapter 7-3). If there is a compelling reason
why it cannot be used, a waiver is required to
army_elearning@us.army.mil . Regulation and forms are
below.

- AR 350-1 Army Training and Leader Development

- ARMY E-LEARNING WAIVER REQUEST FORM -
JANUARY 2013

COLLEGE CREDIT

Numerous Army e-Learning course modules have
been accredited by ACE for college credit. All courses
are listed on the Tracking Form below.

- ACE college credit procedures-April 2013

- ACE Tracking Form - August 2013

CERTIFICATION

-
--MOS CERTIFICATION PREPARATION i
CURRICULA:The Human Rescurces Command
({HRC) announced that the Army G1 has approved
promotion points for technical certifications to
Soldiers competing for promotion to sergeant and

= WL

Quick Links ~

staﬂ:.sergeant. The Army F—Learning Program

i, v -
Self Service v

Search...

ERLE

Ihd Farmz || Widea || Feople || Help

X

Logout

I AKO Content I Search

AKO Home > My Education > Army e-Learning > Army e-Learning

ARMY E-LEARNING

Ower 5,000 web-based courses in: - Informafion Technology,; Business, Leadership, and Personal Development

Army
@l .carning

To access the courses, you must first register for the program. Once registerad you will have access to all of the courses.
Click the New User linkbelow to register for the program.

NEW USER? Click here to register

RETURNING USER?Click here to log in

Help Desk: Questions pertaining to program navigation or registration can be directed to the Army e-Leaming Program
Office at army . eleaming@us_ army.mil or contact Leslie York, leslie a york@us. army.mil . For 24 x 7 technical support
contact skillpori_armyeleaming@skillsoft. com

Coming Soon - a new version of SkillPort!
The Army e-Learning Pregram is planning to migrate to the new SkillPort 7.3, This version will provide users with
the capability to access numerous business courses via their mobile devices. You will see enhancemenis in the ability
to add course topics to your MyPlan as well as the ability to complete recuming training requirements.
In an effort to provide you with the most relevant and up-to-date course catalog, during the upgrade numerous retired
courses will be removed from the catalog as well as old versions of courses, i.e. Microsoft 2003 and previous. A list of
the courses that will be removed will be publizhed within the next two weeks for your planning purposes.
The upgrade is scheduled to take place 23-25 May (over the Memorial Day holiday). During that time the Army e
-Learning Program will be unavailable. More defails to come!

\UE Add to Favorites
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Army e-Learning Catalog - August 2013
Army e-Learning Fact Sheet
Army e-Learning FAQs-August 2013

Options

ANNOUNCEMENT 5!
ATTENTION:

ATTENTION: As of 11 April 2014, the

MC SA/MC SE Knowledge Center will no longer be
available. The MCSA/MCSE Knowledge Center is
being replaced with the Microsoft Enterprise
Solution Knowledge Center. The new Microsoft
Enterprise Solution Knowledge Center is
available now. This new knowledge center will
provide the mest up to date information and provides
fraining for those new or already familiar with the
Microsoft suite of applicafions. Different roadmaps
farget those already using Microsofit technologies.
those preparing for MCTS certification, and those
preparing for MCITP cerification. To access the
Micresoft Enterprize Solution Knowledge Center, log
in to your &rmy e-Learning account at:

hitps fusarmy skillport.com and click on the
Knowledge Center tab on the lefi side of the page or
Click on the Catalog Tab on the left and then click on
the Microsoft Enterprise Knowledge Center icon.
View a 4 minute tour of the knowledge center -

hitps:fcommunity_skillsoft. com/productsike_toursfent

Coming Soon - a new version of SkillPort!

The Army e-Learning Program is planning to
migrate to the new SkillPort 7.3. This version will
provide users with the capability fo access numerous
business courses via their mobile devices. You will
see enhancements in the ability to add course topics
fo your MyPlan as well as the ability to complete
recurring training requiremenis.

In an effort to provide you with the most relevant and
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New Users
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ATRRS Self-Developme... || in}
pi

l\\ <) m https:/fwww.atrrs.army.mil/selfdevctr/elearningWelcome.aspx

%6 £23

ATRRS

Army Training Reguinements And Resources System

sel]’Development

"The Link To A Trained
And Ready Force”

center
/ Home * User Guide + ATRRS Homepage * ATRRS Help Desk * Freguenily Asked Cluestions * ATRRS Commenis
/
Crs Hbr ister for e-Learning | Army e-Learning Course Cataleg | in to e-Learni
Title CLICK ON THE “REGISTER FOR ARMY E-LEARNING” LINK ABOVE TO ACCESS THE 5,000+ WEB-BASED IT, BUSINESS, AND

PERSONAL DEVELOPMENT COURSES THAT ARE AVAILABLE TO ARMY EMPLOYEES.
User Tools

- Advanced Course Search
= Sign up for the Army e-leaming Program

State-of-the art Computer Based Training available for free to the Army Workforce

At no cost to the individual or their organization, all active duty soldiers, members of the National Guard or Reserves, Department of the Army civilian
employees, and USMA and ROTC cadets are authorized to access over 5000 Information Technology, Business Skills, and Interpersonal Skills courses from

= View Your ATRRS Training Record any location, around the clock (24/7). All you have to do to use Army e-Leaming is get an Army Knowledge Online (AKO) account and complete your
« View Your Unofficial ATRRS Transcript regisiration through ATRRS (you do MOT need an ATRRS Logonid/Account to register). Be sure to browse the Army e-Leaming Course Catalog fo see the

courses available to you.

ATRRS Related Sites Promotion Points for Vendor-Based Courses

- The Ammy Homepage According to HRC Enlisted Prometions Branch, effective immediately, promotion points are valid under military education for complefion of vendor-based e-
Knowledae Online Leaming courses. Course complefion with credit hours must be reflected in ATRRS prior to awarding promotion points. Promoetion points are awarded under
- Amy Knowledge Online

the same guidelines as correspondence courses (5 fraining hours = 1 promotion point).
College Credit for Army e-Learning Courses

Faorty Army e-Learning Courses have been approved for college credit by the American Council on Education (4CE). Log into AKO and go to My
Education=Ammy e-Leaming to find documents describing the procedures for receiving ACE credit.

ATRRS Army e-Learning Training Application

To access this web site you must first be authenticated as an authorized user. Authorized users are: Department of the Army Active Duty. Army Mational
Guard, Army Reserves, Depardiment of the Ammy Civilian employees, USMA and ROTC Cadets [Il and IV, and Department of the Army Local Mational
employees. Examples of users that are NOT AUTHORIZED Army e-Learning access are coniraciors, refired personnel, any NON-ARMY SERVICE
IMEMEER OR CIVILIAM, confractors, refired personnel, and dependents. If you believe you are eligible, then click the button below fo continue the
registrafion process.

The information presented on this web site can naot be reused. copied. duplicated. or distributed for non-ATRRS purposes without written permission
from Military Personnel Management (DAPE-MPT), HQDA Army (G-1. U.S. Army. This page was generated on March 21, 2014 at 16:35 ET from data
provided by Army Training Reguirements and Resources System (ATRRS).

Privacy and Security Motice




Returning Users
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SkillSoft - US Army Login X (il tn} 5.9 £3

& hitps://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action

&

@

Welcome to the

Army e-Learning Program

Over 5,000 web-based courses in Information Technology, Business,
Leadership, and Personal Development.

Enable Web Accessibility [

ENTER YOUR USERNAME AND PASSWORD BELOW TO LOG IN:

« For Technical Support Live Help click here

AKO USERNAME @us.army.mil « View a listing of the courses offered
Army e-Learning s Access the latest FAQs
PASSWORD

NOTE: Your eLearning Password is Arm
different from your AKO Password
FORGOT PASSWORD? @ I earning

NOT YET REGISTERED? CLICK HERE TO REGISTER

Note: Only Active Army, Army Mational Guard, Army Reservists, Army ROTC
Cadet Ill and IV, and Dept of Army civilians are authorized te register for this
program.

¥7.0.5209
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Army Skillport Portal (e-Learning toolkit)

Welcome Carl, Logged In: Mar 31, 2014 4:38 PM | My Profile | Help | Log Qut | *

Sk"’p r.r Credentials | Home | Books2dx7

) JArmy
-+ @Learning

Technical Suppart Welcome to the Army e-Learning Program.
My Profile
Books 24x7

o  ATTENTION: As of 11 April 2014, the MCSA/MCSE Knowledge Center will no longer be available. The
MCSA/MCSE Knowledge Center is being replaced with the Microsoft Enterprise Solution Knowledge Center.

KnowledgeCenter The new Microsoft Enterprise Solution Knowledge Center is available now. This new knowledge center will
rp 4 g

Download Certificates provide the most up to date information and provides training for those new or already familiar with the
Course Download Instruc... Microsoft suite of applications. Different roadmaps target those already using Microsoft technologies, those
skillPort 7.0 Quick Sta... prepanng for MCTS certification, and those prepanng for MCITP certification. To access the Microsoft
Enterprize Solution Knowledgze Center, click on the Enowledze Center tab on the left side of the page or Click on
the Catalog Tab on the left and then click on the Microsoft Enterpnise Enowledge Center icon. View a 4 minute
tour of the knowledzecenter: https:/‘community. skillsoft. com ‘products ke tours/enterprize_solufions_tour.swf

Frocess for Setting Rec...

Information Assurance A...

+ Coming Soon - a new version of SkillPort!

The Army e-Learning Program is planning to migrate to the new SkillPort 7.3. This version will provide users
with the capability to access numerous business courses via their mobile devices. You will see enhancements in
the ability to add course topics to your MyPlan as well as the ability to complete recurring training requirements.

In an effort to provide you with the most relevant and up-to-date course catalog, during the upgrade numerous
retired courses will be removed from the catalog as well as old versions of courses, 1.e. Microsoft 2003 and
previous. A list of the courses that will be removed will be published within the next two weeks for vour planning

purposes.




DoD 8570.01 Baseline and Computing Environment Certification
Training Requirements for All IAT and 1AM Levels
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(& Army elearning Catalog
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Search for Category Language
seancnizisan — =

Catalog

H 1 Hour Courseware
H Business Certifications
H Business Skills Curricula
MY PROGRESS o
H Deskiop Cerifications
H Deskiop Curricula
4 IT Professional Cerifications
H IT Professional Curricula
] Army Custom Cumicula
+ I ACE College Credit Courses
l‘;’ Army Signal Captain's Career Course - RC
My Profile H CCAD
Books 24x7 H Cl0-G-56/Cyber Security IAT Training
KnowledgeCenter ‘\)J Lean Six Sigma Course Curmicula
Download Certificates Withdrawn
Course Download Instruc... d | Business Exploration Series
SkillPort 7.0 Quick Sta.. # || Bxpress Guids View
Process for Setting Rec... # || TestPreps
Information Assurance A... 9 DoD 8570.1 KnowledgeCenter
9 Leadership KnowledgeCenfer
9 Microsoft MCSE & MCSA Cerification KnowledgeCenter
3 Project Management KnowledgeCenter
# | | RRAD
3 Microsoft Enterprize Solutions KnowledgeCenter




CompTIA Security+ SY0-301
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Books 24x7 a 'b__. CI0-G-6/Cyber Security 14T Training ~

KnowledgeCenter = | | Baseline Cerification Training

NEW: CISSP 2013 - as of 4 Feb 14
OLD VERSION: CISSP 2012 - Complete modules NLT 30 March 14
SkillPort 7.0 Quick Sta... MEW: CERTIFIED ETHICAL HACKER (CEH) VS - as of 19 Feb 14
Process for Setting Rec... OLD VERSION: CERTIFIED ETHICAL HACKER (CEH) - Complete Modules NLT 31 Mar 14
CompTIA A+ 2012 Edition (220-801 & 220-802)
CIO/G-6 NETCOM 14 Cerfified Information Systems Auditor (CISA)
CI0O G-6 NETCOM 1A VolP Technologies
CIO/G-6 NETCOM 14 Cerfified Information Security Manager (CISM) - 2012
CIQ/G-6 NETCOM COMPTIA NETWORK+ 2012
CIO/G-6 SECURITY+ (SY0-301)  [Hide Details] [Enroll ]
e
4 Description
a '.,-_' CIO/G-6 SECURITY+ (3%0-301)  [Complete Alll
? CompTIA Security+ 2011: Control Fundamentals and Security Threats
i CompTI& Security+ 2011: Network Protocols, Attacks, and Defenses
i CompTI& Security+ 2011: Securing Metworks and Performing Security Assessments
? CompTI& Security+ 2011: Network and System Security Mechanisms
i CompTIA Security+ 2011: Remote Access and Wireless Security
i CompTI& Security+ 2011: Authentication, Biomefrics, and Security Controls
i CompTIlA Security+ 2011: Securing the IT Environment
i CompTI& Security+ 2011: Cryptography and Public Key Infrastructures
i CompTIA Security+ 2011: Securing Applicatiens, Virtualization, & Cloud Computing
i CompTI4 Security+ 2011: BC, DR, Security Training, and Forensics
1 Security + Test Prep and Mentoring (Optional) [Cptional]
=] TestPrep SY0-301 Security+
& Mentoring 5Y0-301 Security+

[ -

Information Assurance A...

E R e E

G%%0% S
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NETCOM LA SYSTEMS SECURITY CERTIFIED PRACTITIOMER (SSCP) 2012

CIO G-6/METCOM 14 Technical Level 1 @

Due: Apr 1, 2009

Goal: Pre-requisite for SEC+

Completed

d") CI0/G-6 NETCOM - GIAC Systems and Metwork Auditor (GSMA)

Q‘i) CIO/G-6 NETCOM 14 ISSEP W
S CINIEIR METEOM - RIAC Tarhnical Madilees




Most Popular Computing Environment is Microsoft Widows 7
Configuration 70-680
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Completed A
CI0/G-6 NETCOM - GIAC Systems and Metwork Auditor (GSMA)

CI0/G-6 NETCOM IA ISSEP

CIQ/G-6 NETCOM - GIAC Technical Modules

Certification and Accreditation

(ISC)2 CPE CREDITS

pufing Environment Training -Mote: most modules are now Learning Programs-you must enroll first

SharePoint 2007 Essentials

NEW VERSION: CIOfG-6 CCHA - 2013 - P,
HEW VERSIOM: CIO/G-8 CCMA - 2013 - PAJT Il NOW AVAILABLE

CI0/G-6 SharePoint 2010 Administrator SPA: 70-667 & 70-665

CI0 G-5/HETCOM 1A 70-432 - Microsof L Server 2008, Implementation and Maintenance

CI0/G-6 NETCOM 1A 70-573 - Micror SharePaoint 2010, Application Development

CIO/G-6 NETCOM 14 - 70-640 - Wigflows Server 2008 Active Directory, Configuring

CIO/G-6 NETCOM 1A - 70-642 - ows Server 2008 Metwork Infrastruture, Configuring

CIO/G-6 HETCOM IA - T0-646 ndows Server 2008, Server Administrator

CIQ/G-6 NETCOM 1A - 70-680 - MCTS: Windows 7, Configuration

GO G-5/NETCOM IA 70-655 - Microsoft Windows 7: Enterprise Deskiop Support Technician

CI0 G-S/METCOM IA 70-656 - Microsoft Windows 7: Enterprise Deskiop Administrator

CI0/G-6 NETCOM 1A Microsoft Certified Desktop Support Technician (MCDST)

CIO/G-6 NETCOM 1A MCTS: Windows Server 2008 Active Directory, Configurafion

CI0/G-6 HETCOM IA Cisco Certified Network Professional (CCNP)

CI0/G-8 NETCOM 14 840-553 Implementing Cisco 105 Metwork Security

CI0/G-6 NETCOM IA - Oracle Database 12C Administrator Certified Professional Upgrade Path

CI0/G-8 HETCOM 1A Oracle Database 11g Administrator Cerified Professional

CI0/G-6 NETCOM IA Oracle Database 119 Administrator Cerified Associate

CI0/G-8 NETCOM 14 SK0-003 CompTIA Server+ 2009

CI0/G-8 NETCOM IA Cisco Certified Entry Metworking Technician (CCENT)

CIO G-5/METCOM 1A MCTS: Windows Server 2008, Network Infrastructure, Configuring

Micresoft Cerified Database Administrator (MCDBA)

T0-620 TS: Microsoft Windows Vista Client, Configuring

Micresoft Windows Server 2003: Upgrading Support Skills for MCSEs on Windows 2000

Microsoft SharePoint Server 2007

Microsoft SharePoint Server 2003 V

»

ol % % %
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Microsoft Cerlified Technology Specialist (MCTS): Windows Server 2008 Active Directory, Configuration ﬂ




Microsoft Windows 7 Configuration 70-680 Modules
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[l sharePaint 2007 Essentials A
HEW VERSIOM: CIO/G-6 CCNA - 2013 - PART |
NEW VERSION: CIOfG-6 CONA - 2013 - PART Il NOW AVAILABLE
CIQ/G-6 SharePoint 2010 Administrator SP1: 70-667 & 70-668

E & B

t? CI0 G-6/METCOM 1A 70-432 - Microsoft SQL Server 2008, Implementation and Maintenance
fj) CIQ/G-8 NETCOM 1A 70-573 - Microsoft SharePoint 2010, Application Development
1:? CIO/G-6 NETCOM IA - 70-640 - Windows Server 2008 Active Directory, Configuring
,L‘-_‘i) CI0/G-8 NETCOM 14 - 70-642 - Windows Server 2008 MNetwork Infrastruture, Configuring
t? CIO/G-6 NETCOM 1A - 70-646 - Windows Server 2008, Server Administrator
,L‘-_‘i) CI0/G-6 NETCOM 1A - 70-680 - MCTS: Windows 7, Configuration  [Hide Details] [Enroll ]
s &
+ Description
o | ClO/G-§ NETCOM IA - 70-630 - MCTS: Windows 7, Configuration  [Complete
Alll

i Inztalling, Upgrading, and Migrating to Windows 7

i Deploying Windows 7

i Configuring Hardware and Applications in Windows 7

i Configuring Metwork Ci fivity in VWind. 7

i Configuring Access to Resources in Windows 7

i Configuring Mobile Computing in Windows 7

i Manitoring, Backing Up, and Restoring Windows 7 Systems
c-j TestPrep 70-680 T5: Windows 7, Configuring

CI0 G-8/METCOM IA 70-855 - Microsoft Windows 7: Enterprize Deskiop Support Technician
CI0 G-8/METCOM IA 70-856 - Microsoft Windows 7: Enterprise Deskiop Administrator

CI0/G-8 NETCOM IA Microsoft Certified Desktop Support Technician (MCDST)

CI0/G-6 HETCOM 1A MCTS: Windows Server 2008 Active Directory, Configurafion

CI0/G-6 NETCOM IA Cisco Certified MNetwork Professional (CCMNP)

CIO/G-6 NETCOM 14 640-553 Implementing Cisco 105 Metwork Security

CI0/G-6 NETCOM IA - Oracle Database 12C Administrator Certified Professional Upgrads Path

CI0/G-6 HETCOM IA Oracle Database 11g Administrator Cerified Professional

CI0/G-6 NETCOM 1A Cracle Database 119 Administrator Cerified Associate

CI0/G-6 NETCOM 1A SKOD-003 CompTIA Server+ 2009

CIQ/G-6 NETCOM IA Cisco Certified Entry Metworking Technician (CCENT)

CIO G-6/MNETCOM 1A MCTS: Windows Server 2008, Network Infrastructure, Configuring v
Microsoft Cerified Database Administrator (MCDBA)

GG %%e%%
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Customizable “My Plan”
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i a Welcome Carl, Logged In: Apr 10, 2014 5:03 PM | My Profile | Help | Log Out

Credentials | Home | Books24x7

Category Language

SEARCH 2 LEARN . =

View [ g

'..-_' Personal

= |I1 Server+
MY PROGRESS @ || Win7 Config
| ] WOAC 254A
I._J MNetwork+
] A+Part1
] A+Part2

Technical Support
My Prafile

Books 24x7
KnowledgeCenter

SkillPort 7.0 Quick Sta...
Process for Setting Rec...

Information Assurance A...




|A Signal Training Center
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Welcome to the Cyber Electro Magnetic Activities (CEMA) Division ~
DISA
ATCTS
The Information Assurance (lA) Division, U.S. Army School Cyber Leader College, provides high T Detrick

Army Europe- ITT (AE-ITT) quality Information Assurance/Computer Network Defense training and certification for Department of —
TE T T T Defense personnel worldwide.
IASE We provide training primarily for Department of Army personnel, but have also trained personnel from T Detrick

all services and other federal agencies to include: U.5. Air Force, U.5. Navy, U.S. Marine Corps, U.5. -
US ARMY IA VIRTUAL TRAINING Coast Guard, Department of Defense civilian and contract employees, Department of Energy, and the

Federal Aviation Administration.
Hood W
IATC(BER) The branch is also responsible for research, course development, and the distribution of course Saloand
materials to our satellite sites worldwide. We make every effort to remain on the cutting edge of
DOD 8570.01 technology and safeguard the Army's networks. J m
DoDD 5200.1-R
() MO ()
AR 25-2
CompTIA Continuing Education _JE_
cnet CNET Website Army has moved to one completion ceriificate \ ( £ - "
e P 2010 L

SANS
€ Storm Center

Mandated Annwal IA Training



https://ia.signal.army.mil/

Must Have an Approved DoD CAC Card

e | & https://ia.signal.army.mil/login.asp o B aa = Information Assurance Trai... i L :’
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Information Assurance User Portal

CAC only Authentication through $50. To secure access to Army IT systems |AW DoD Policy (CTO 07-015) all applications and devices will be configured to only allow
authentication via CAC/PKI credentials for CAC holders. All Army IT systems utilizing usernames and passwords via AKO for authentication must convert to PKl-based
authentication for CAC holders.

* This is an AKO/DKO account driven web site. If you do not have an AKO/DKOQ account, you will need to obtain one by contacling
AKODKO before proceeding further.

= If you have an AKO/DKC account, but do not remember your credentials, you will need to contact AKC/DKO to obtain credential
information.

= Your CAC must be registerad with AKO/DKOC befors you can log in using your CAC. If you have not registersd your CAC, contact

AKOIDKO.

Log in with CAC DoD-Approved Certificate L ogin

***|_ogin to take the DoD Cyber Awareness Challenge Training***

***Using the NON CAC option will not transfer your completion into your Army Training and
Certification Tracking System (ATCTS) profile. ONLY use this option if you do not have a valid
government issued CAC. This account is only valid for 14 days. This account and all associated
training completions will be deleted on the 15th day***

NON CAC Login

***Login to take the DoD Cyber Awareness Challenge Training***

Naotice: This is a DOD Computer System. This computer system is not authorized to process classified information. This computer system, including all related equipment, networks, and network devices (including




This is Where You Complete Cyber Awareness Challenge and 1A
Fundamentals

e )| & hitps://ia al.army.mil/u t/link P~-ac 2 Information Assurance Trai...
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HOME LOGIN COURSES MTT LOCATIONS RESOURCES CONTACT

Information Assurance User Portal

Welcome Carl Hazel
Thank you for updating your account.

To take the training for DoD Information Assurance Awareness or Information Assurance Fundamentals exams,
click on the Courses menu link above.

DOD Cyber Awareness Challenge
Take an exam

View Scores and Print Certificates

View and Sign AUP

Fort Gordon Data at Rest validation

Click Here to log out.

Motice: This is a DOD Computer System. This computer system is not authorized to process classified information. This computer system, including all related equipment, networks, and network devices (including infernet
access) is provided only for authorized U.S. Government use. DOD computer systems may be monitored for all lawful purposes, including to ensure their use id authorized, for management of the system, fo facilitate
protection against unauthorized access and to verify security procedures, survivability and operational sacurity. Monitoring includes, but is not limited to, active attacks by authorized DOD entities to test or verify the security
of this system. During monitering, information may be examined, recorded, copied, and used for authonzed purposes. All information, including personal information, placed on or sent over this system may be monitored. Use
of this DOD computer system, authorized or unauthorized, constitutes consent to moniforing. Unauthorized use of this DOD computer system may subject you to criminal prosecufion. Evidence of unauthorized use collected
during monitoring may be used for administrative, criminal, or other adverse action. USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONMITORING FOR ALL LAWFUL PURPOSES.




|A Fundamentals Course (40 hour ATRRS On-Line)
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=~ US ARMY SIGNAL CENTER FORT GORDON, G/
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Information Assurance Courses

FT. GORDON OMNLINE COURSES PA

NOTICE: Please read thiz important document about new DoD Information Assurance Awareness trainin
Beginning November 30, 2007 the DoD Information Assurance Awareness fraining will replace the Cogfuter User Security training and exam. Please read the following document for further information:
DoD Information Assurance Awareness Training Information Paper.

NOTICE:
f : C TIA Continuing Ed TIUT

Cyber Awareness Challenge Trainin kn: o nfol S5 nin
This training has been developed to fulfill Information Assurance training irements mandated by the signed DoD Information Assurance Awareness Training Reguirement memo. This course will satisfy
the following requirements: Information Assurance Awareness initial cegiffication and refresher courses.

Army is moving to one certificate

Information Assurance Fundamentals Updated on 23 April 2010
PLEASE NOTE:Course topics were reviewed by 153C(2) and CompTIA and counts for the following CPE credits: C1S3P(40 CPEs), Sec+ (40 CPEs), Net+ (24 CPEs) and A+ (16 CPE) credits. You must
enter the topic and end of course certificate in your respective certification vendor account. .
This course provides individuals an understanding of the information systems security policies, roles, responsibilities, practices, procedures, and concepts. The lessons presented here will aid in developing
an effective, overall security approach and in selecting cost-effective controls to meet the requirements of laws, directives, and regulations.

This training does not meet the DoD WNSF requirements.

Army Specific Phishing Training

PLEASE NOTE: We do not offer Thumb drive awareness or OPSEC for Social Media fraining. You can find these at the Ammy 1A Virtual Training site.

FT. GORDON RESIDENT COURSES

Securitv+ Course




You Must Complete all Modules and Pass Exam with 70%
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Information Assurance Fundamentals Training

Directions: Read information of this course carefully. Review each course lesson. Once all course lessons have been reviewed, log on to our secure website fo fake the
EXam.

Purpose: This course provides individuals an understanding of the information systems security policies, roles, responsibilities, practices, procedures, and concepts
necessary to perform the funcfions of an Information Assurance Security Officer (IASO). The lessons presented will zid the 1A30 in developing an effective secunty approach
and in selecting cosi-effective confrals to meet the requirements of laws, directives, and regulations.

Objectives: The objectives of this training are listed as follows.

Explain the threat to and vulnerabilities of information systems (15).

Employ appropriate security countermeasures to manage the threat and minimize vulnerabilifies.
Identify required physical, personnel, and procedural security for 1S,

Describe the elements of the 1S accreditation and certification.

Additional Information: To successfully pass this training, students must receive 70% or greater on the exam. Once the exam is passed, students will have a certificate of
complefion {see Login Page for information on printing certificates). MOTE: If a student fails the exam, he/she must wait 16 hours before being allowed to retake the exam.

Lezsons: Use each link to review the numbersd lessons. Once completed, click the Taks the Exam link to complete the fest.

Lesson 1 Lesson 2 Lesson 3 Lesson 4

Army Information Assurance
Program (AIAP)

Federal Laws, DoD Regulations
and Policies

Army Regulations and Policies

Army Information Assurance
Training Program

Lesson &
Metwork/Hacker Threats

Lesson 6
Malware

Lesson 7
Physical Security

Lesson §
Risk Assessment and Management

Lesson 8
Security Incident and Response
Planning

Lesson 10
Continuity of Operations (COOP)

Lesson 11
DoD Information Assurance Cerification and
Accreditation Process (DIACAFR)

Lesson 12
Wireless Security

Lesson 13
Intrusion Detection Systems (ID5)
and Auditing

Lesson 14
Firewalls and Perimeter Defense

Lesson 15
Encryption and Common Access Cards (CAC)

Lesson 16
Legal

IA Terminology

Summary

Download Training
(Mot currently available)

Take the Exam
(Requires Log-in Account)

This sife can be best viewed with a screen resolution of 1024 x 765 or higher, using the most cument versions of Intemet Explorer, Netzcape, Mozilla Firefox and Opera.

Privacy and Security Motice | Disclaimer | Contact Webmaster




ATCTS showing 8570.01 CompTIA pretest (MeasureUp) procedures and requirements
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3. Voucher request: Managers should only request vouchers that are P
pertinent to their IA Workforce positien. The request form can be found at
https://atc.us.army.mil = Compliance information.
The minimum training requirements must be completed prior to requesting a
IA Position Titles  » voucher. Additionally, each individual working IA functions must register

- FIERIES S the Training and Certification Tracking System at
 Documents » | htfps://atc.us.army.mil in order to receive an
Army voucher. Vouchers are only available to Military and Government

Pre-Assessment Civilians
Test Information  *

»

_ Contact Information »

. WebLinks »

4. Testing: There are two testing companies: Prometric and Pearson VUE®.
This document is FYT and shows some of the Pearson Vue testing sites

Mobile Training Team and the way to request sites.

MTT Proced
. MTT Frecedures & CompTIA Pre-assessment Procedures

Tmm:g:j:;m " é.ﬂn?;mplelte the appropriate assessment test. Go to_http://dod.measureup.com/utilities/reports/dodreqister.aspx from a computer that is connected to the Internet and a printer. Achieve at least a
passing score.

. Use the pulldown to select "US Army"

. Type in your first name and last name

. Enter your AKO or Enterprise email address. This will be used as your userid as well.
d. Add a password of your choice.

e =2l

2. Login

a. Enter your own password and login
b. Select preferred assessment:
= CompTIA Essentials Assessment Test {220701) (50 questions) A+ pretest (1st part) Achieve at least: (38/50)
= CompTIA Practical Application Assessment Test (220702) (40 questions-A+ pretest (2nd part) Achieve at least: (30/40)
= CompTIA IT Networking Assessment Test (N10004) (45 questions)-Net+ pretest. Achieve at least (34/45)
= CompTIA IT Security Assessment Test (301) You can miss no more than & questions.
€. Print the results (do not use the email function) then send to your manager and keep one for yourself for self keeping

3. If this does not work you may need to contact the measure up support number at 1-800-649-1687

SANS Self-Assessment Instructions

SANS GIAC Self-Assessment Instructions PDF




Register for Access and Specific Exam; Print Results for upload to
ATCTS (you can retake the exam as many times as needed)

) @ http://dod.measureup.com/utilities/reports/dodregis @ ~ & {I"E t.._, g:i}

File Edit View Favorites Tools Help 4 %Convert A @Select
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MEeASUREUP g

Online Assessment Testing

(2 DOD Registration Form

Welcome to the DOD Assessment Tool!

The purpose of the DOD Assessment tool is to help individuals quickly identify whether their knowledge and skills of the exam
content are current based on the most recent CompTIiA exam objectives.

First Time Users please enter your information in the text boxes provided to get started. This tool is licensed for DoD Employees
only.

If you are a government contractor you do not have permission to use this tool.

Please note that we do not keep a recerd of your score. This quiz does not affect your certification status.
ATTENTION!
First Time Visitors Returning Users

Fields marked "*" are required. Returning Users Please click below to Login

| Go to Learning Locker

- _DO[E [Select DOD Division v|
Division:

Firstname:® | |

Lastname:™ | |

Email | |
Address:®

1
Password:™




An Example of The Test Results Needed for Upload to ATCTS

7| 27ada7ed7973433a Bflc3e .pdf -
File Edit View Document Comments Forms Tools Advanced Window Help x

_'EA Create = £ Combine - Collaborate - o Secure ~ Sign = |=| Forms - o Multimedia =/ Comment ~
o o lied 9 v

OB HLOP 48 2 (KO g O8 w5 (] -
CompTlA.
Summary Report
. # of Correct
Exam Name: gomDTIﬁ\ IT Security (201) Answers/Total 33/42
ssessment Test -
Questions:
Login Name: carl.hazel@us.army.mil Time Taken: 26.'
minutes
Date: 6/13/2011 5:33:12 PM
Question# Objectives
2.1 Differentiate between the different
v 1 ports & protocols, their respective

threats and mitigation techniques.

4.3 Within the realm of vulnerability
(o= v 3 assessments, explain the proper use of
e penetration testing verses
vulnerability scanning.

5.2 Explain basic hashing concepts and

b 4 3 map various algorithms to appropriate
applications.
— 1.6 Understand the concept of and
- 4 know how to reduce the risks of social
engineering.

3.3 Organize users and computers into
E‘: v 5 appro prialte sgcu_rity groups and roles
while distinguishing between




Voucher Request Form and Certification
Scheduling

*Once you have completed all required pre-requisite training and
documentation properly uploaded to ATCTS you will fill out the
voucher request form. Your units IAM (senior Information Assurance
Manager) will upload the document to ATCTS. A voucher number will
follow with a unique serial number which you give to the testing
facility.

*Most installations have a Pearson Vue or Pro Metrics certified testing
facility, if you are unsure please contact the local NEC IA branch for
direction on where to take your voucher and schedule an exam.

Voucher Request




Links

ATCTS
https://atc.us.army.mil/iastar/index.php

Army e-Learning
AKO under my education or directly if you have a login to Skillport at
https://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action

IA Signal Training Center
https://ia.signal.army.mil/

CompTIA Measure-Up Pre Test
http://dod.measureup.com

|A BBP



https://atc.us.army.mil/iastar/index.php
https://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action
https://ia.signal.army.mil/
http://dod.measureup.com/

Closing

- This information brief covered the basic outline of DoD 8570.01
Information Assurance workforce compliance and the process to
assist us as SASMQ’s meet the IAT level | or Il and IAM level |
certification requirements.
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