
Introduction  
 

• This is an information brief on the topic of DoD 8570.01 
Information Assurance workforce compliance and will 
address the following  critical areas; 
 

•Information Assurance Technical (IAT) and Information 
Assurance Management (IAM) levels 
•Required documents and training for IAT levels I and II as well as 
IAM level I 
•The importance of Army Training and Certification Tracking 
System (ATCTS) 
•The Army e-learning and IA SIGNAL tool kit’s 
•Certification voucher request and certification procedures 



What is DoD 8570.01 IA Workforce 
Compliance?  

 

• IA functions focus on the development, operation, management, and 
enforcement of security capabilities for systems and networks. Personnel 
performing IA functions establish IA policies and implement security 
measures and procedures for the Department of Defense and affiliated 
information systems and networks. 
 
•IA measures protect and defend information and information systems by 
ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation. This includes providing for their restoration by incorporating 
protection, detection, and reaction capabilities. 
 
•As a condition of privileged access to any information system, personnel 
performing IA functions described in this Manual must satisfy both 
preparatory and sustaining DoD IA training and certification requirements. 
Additionally, personnel with privileged access must complete a Privileged 
Access Agreement. 



8570.01 definitions 



ATCTS showing 8570.01 IAT/IAM profile descriptions *SASMO must be IAT level II and 
OIC and NCOIC must be IAM level I*  



IAT and IAM Level Flow Chart 



Minimum Required Documents 

ATCTS showing 8570.01 required documents and voucher upload portion 

Privileged Access Agreement 
Duty Appointment Orders 
Acceptable Use Policy 
SAAR (DD2875) 



Army Training and Certification Tracking 
System 

https://atc.us.army.mil/iastar/index.php 
 

All Soldiers with NIPR 
access are already enrolled 
in ATCTS. This is where the 
Army tracks your annual IA 
Cyber Awareness 
Certification. If Soldiers do 
not have NIPR access they 
will need to register.  

https://atc.us.army.mil/iastar/index.php


ATCTS showing 8570.01 baseline cert and minimum Information Assurance Fundamentals 



ATCTS showing 8570.01 computing environment certification 



 
 CompTIA Security+: requirements for voucher  
a. Register in the Army Training and Certification Tracking 
System at https://atc.us.army.mil   
b. Be appointed on letter in an IATII or IAMI or higher IA 
position  
c. Complete CIO G6/NETCOM Information Assurance 
Security+ SY0-301 (Skillport) modules and IA Fundamental 
course on the Fort Gordon website  
d. Take the DoD Security+ 301 measureup pre-assessment 
test  
e. Upload duty appointment orders in ATCTS  
f. Upload Privilege Access Agreement if working Technical 
functions  
g. Fill out and obtain all signatures on the voucher request 
form then send to your ATCTS manager for upload  
f. Must take certification exam on the last day of class or 
within 30 days after the class upon receiving voucher  

https://atc.us.army.mil/


https://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action  

Army e-Learning portal 

https://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action


Portal Registration 



Portal Login 



New Users 



Returning Users 



Army Skillport Portal (e-Learning toolkit) 



DoD 8570.01 Baseline and Computing Environment Certification 
Training Requirements for All IAT and IAM Levels 



CompTIA Security+ SY0-301 



Most Popular Computing Environment is Microsoft Widows 7 
Configuration 70-680 



Microsoft Windows 7 Configuration 70-680 Modules 



Customizable “My Plan”  



IA Signal Training Center 
https://ia.signal.army.mil/  

https://ia.signal.army.mil/


Must Have an Approved DoD CAC Card 



This is Where You Complete Cyber Awareness Challenge and IA 
Fundamentals 



IA Fundamentals Course (40 hour ATRRS On-Line)  



You Must Complete all Modules and Pass Exam with 70% 



ATCTS showing 8570.01 CompTIA pretest (MeasureUp) procedures and requirements 



Register for Access and Specific Exam; Print Results for upload to 
ATCTS (you can retake the exam as many times as needed)  



An Example of The Test Results Needed for Upload to ATCTS 



Voucher Request Form and Certification 
Scheduling 

 

•Once you have completed all required pre-requisite training and 
documentation properly uploaded to ATCTS you will fill out the 
voucher request form. Your units IAM (senior Information Assurance 
Manager) will upload the document to ATCTS. A voucher number will 
follow with a unique serial number which you give to the testing 
facility. 
•Most installations have a Pearson Vue or Pro Metrics certified testing 
facility, if you are unsure please contact the local NEC IA branch for 
direction on where to take your voucher and schedule an exam.  
 

Voucher Request 
 

 



Links 
 

ATCTS 
https://atc.us.army.mil/iastar/index.php 
 
Army e-Learning  
AKO under my education or directly if you have a login to Skillport at 
https://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action  
 
IA Signal Training Center 
https://ia.signal.army.mil/  
 
CompTIA Measure-Up Pre Test 
 http://dod.measureup.com   
 
IA BBP  

https://atc.us.army.mil/iastar/index.php
https://usarmy.skillport.com/skillportfe/custom/login/usarmy/login.action
https://ia.signal.army.mil/
http://dod.measureup.com/


Closing 
 

• This information brief covered the basic outline of DoD 8570.01 
Information Assurance workforce compliance and the process to 
assist us as SASMO’s meet the IAT level I or II and IAM level I 
certification requirements. 
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